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What to Expect?
● Talk is about making data at rest more secure in Ceph-CSI 

 
 
● Concepts also applicable to other parts of Ceph 

 
 
● Beginners welcome  

○ Give intro in  
■ Cryptographic Basics 
■ Ceph-CSI   

 
● Important to note throughout this presentation I will talk about integrity  

○ This refers to cryptographic integrity  
○ Not protecting data against bit flips but malicious modifications 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Context: Information Security
 

● Confidentiality 

○ Only authorized may understand  

● (Cryptographic) Integrity  

○ Only authorized may modify 

● Availability 

○ Information has to be accessible in 
a timely manner manner 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What is AES-GCM? 
 
● AES-GCM  

○ Protects Data Confidentiality 
○ Protects Data Integrity  

● Other cipher typically only establish confidentiality 
● This type of cipher is called “Authenticated Encryption with Associated Data” (AEAD) 

 
 
 

● But there are other means of achieving this… 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Motivation: Useful for Ceph? 
● Customer wants to create a highly secure in-house cloud system 

○ They want to be BSI compliant 
 
 
● BSI TR-02102-1 Guidelines  

○ “The use of a volume encryption alone is only recommended if it includes effective 
cryptographic protection against data manipulation [...]” 

○ “[It], is generally recommended to provide [...] mechanisms for data authentication 
in the overall system.” 

6 

https://www.bsi.bund.de/DE/Themen/Unternehmen-und-Organisationen/Standards-und-Zertifizierung/Technische-Richtlinien/TR-nach-Thema-sortiert/tr02102/tr02102_node.html


Motivation: Useful for Ceph? 
● EU’s Digital Operational Resilience Act (DORA) 

○ Became effective 17th of January 2025 
○ “Ensures that banks, insurance companies, investment firms and other financial 

entities can withstand, respond to, and recover from [...] cyberattacks or 
system failures” 

 
 
● Article 5 (2) (b) “[The management body shall] put in place policies that aim to ensure the 

maintenance of high standards of availability, authenticity, integrity and 
confidentiality, of data;” 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https://www.eiopa.europa.eu/digital-operational-resilience-act-dora_en


How to establish Data 
Confidentiality & Integrity?
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AES-GCM Limits…
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1. AES-GCM can only encrypt a limited 
amount of data per key 

 
1. So what can we do with? 

  
1. What else should we use to encrypt 

storage data?   
 
You can also read about this in TR-02102 

https://www.bsi.bund.de/DE/Themen/Unternehmen-und-Organisationen/Standards-und-Zertifizierung/Technische-Richtlinien/TR-nach-Thema-sortiert/tr02102/tr02102_node.html


Alternatives to AES-GCM
● Compound methods  

○ Use traditional cipher like AES-XTS 
○ Combine it with an HMAC  

 
● Usage of AEAD ciphers 

○ “Combine” Encryption with Tagging computation 
○ Typically faster than performing Tagging and Encryption separate 
○ For example: AES-GCM-SIV, XChaCha20-Poly1305 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Tagging Problems…
● Methods to protect Integrity results in a 

ciphertext expansion 
○ Extra length comes from 

authentication tag  
 
 
●  Major challenge behind Integrity 

protection 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Example AES-XTS Encryption vs. 
AES-GCM 



How to Integrate such Approaches 
into Ceph-CSI?
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Kubernetes & Ceph-Rook: Basics
- Kubernetes 

- Deployment, scaling, and management of containerized applications 
- Ceph-Rook  

- Deploys and manages Ceph inside a Kubernetes Cluster  
- Ceph-Container Storage Interface (CSI)  

- Makes Ceph storage “usable” for Kubernetes resources 
 
 

- CSI is about volumes  
- “Consumption of both block and mountable volumes.” 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https://github.com/container-storage-interface/spec/blob/master/spec.md#goals-in-mvp


Ceph-CSI Basics
● Pod performs IO to volume  
● Volume is a kernel rbd mount  
● Krbd sents IO to Ceph 

 
 
● Mounts/Demounts Volumes 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Example RBD Kernel Mount IO Path 
without Encryption 



Encryption in Ceph-CSI
● Filesystem Volume Encryption  

○ With fscrypt  
● Block Volume Encryption  

○ With dmcrypt or fscrypt 
 
● Idea leverage linux kernel encryption 

capabilities 
○ No user-space encryption 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Example RBD Kernel Mount IO Path 
with Encryption 



Why is Integrity important
● What happens when data gets 

manipulated in Ceph?  
● How can maintainers notice 

manipulation?  
● Why is dmcrypt not solving this?  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Example RBD Kernel Mount IO Path 
with Encryption 



Ceph-CSI: Adding Integrity 
● Usage of kernel module dmIntegrity 

 
 
● Dm-crypt encrypt/decrypts data  

○ AEAD ciphers induce a ciphertext 
expansion 

 
● Dm-Integrity accommodates 

ciphertext expansion on storage 
medium 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Example RBD Kernel Mount IO Path 
with Encryption + Integrity Protection 



DmIntegrity Limits…

 
● Whole volume has to be formatted 

○ No thin provisioning of RBD images 
● Implements a Journaling 

○ Write of data and authentication tags must be 
atomic 

● AEAD support Experimental 
 
 
● Alternatives to using Dmintegrity is to re-implement 

it in user-space  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Dm-Integrity Disk Data Layout 



Recommended Configuration
● Use Compound Configuration   

○ Like an AES-XTS with HMAC  
○ Recovery by ignoring integrity checks in case of failure 
○ AEAD support is experimental  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How can what you learned by 
applied throughout Ceph?
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Data Security is Evolving
● Stakes are get higher  

○ Larger amounts of data get stored 
○ More sensitive data gets stored  

 
● More stringent compliance requirements 

○ DORA  
○ FIPS compliance 
○ More to come… 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Integrity Protection in Storage
 
● Any other Ceph client does not implement any means to establish integrity 

○ Except RGW client 
 
● Object Storage usage of AEAD ciphers  

○ Azure, AWS, Google Cloud  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Thank you!
David Mohren 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Motivation: Useful for Ceph? 
- AWS, Azure, use AES-GCM already for their object stores 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